
Automated Security Operations

This datasheet is designed to give you a technical run-through of how 
SOCAutomation works and how it can help your SOC team streamline their 

task management process.
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How it Works

SOCAutomation uses ‘undampened’ alarms in it’s detection automation, 
greatly increasing threat visibility and return on detection investment. This 
produces a huge amount of unfiltered threat data which is processed as and 
when it’s received to add as much contextual data as possible.

The data added at this stage includes business context (asset information, 
asset gravity, who the asset belongs to, etc.), security context (information 
on threat type, missing patches on the device, etc.), and data from security 
and infrastructure tools your organisation already has in place (vulnerability 
scanner data, historical data, GRC information, etc.).

All of this information is processed together to prioritise alerts based on 
threat severity, asset importance and threat to business.

SOCAutomation uses two distinct types of automation to provide 
exceptionally efficient task management, incident detection and triage 
automation, and point solution automation. The diagram to the left shows a 
high level overview of the different stages SOCAutomation works in.

Unrivalled Automation

The next stage of SOCAutomation’s automation is where it shines. Before 
the response process is started, SOCAutomation is able to determine the 
best course of action for remediation of each and every alert that comes 
through. This is presented in the form of ‘Run-Books’, which are sent directly 
to the manager of the affected asset(s). More information on this can be 
found on page 2.

Using this information, SOCAutomation is able to fully automate all of the 
time consuming tasks that are usually handled manually. Using it’s built-in 
Automated Security Modelling engine, SOCAutomation can communicate 
directly with the security and infrastructure solutions your organisation 
already has in place to perform virtually any task. A few examples of tasks 
that can be automated are:

 ▪ Run vulnerability scans and process results
 ▪ Scan for missing patches and deploy any that are found
 ▪ Send suspicious files to a sandboxing tool to test for malicious code
 ▪ Block IPs in the firewall
 ▪ Block suspicious email addresses
 ▪ SLA tracking
 ▪ KPIs and report generation

All of this information is collated and reported back to the stakeholders 
responsible. Users only see information that is relevant to them, making sure 
that the SOC team can focus on the most important and crucial tasks.

For SOC teams that require more manual control over incident remediation, 
every automation taking place is fully customisable. Users can choose to 
automate the entire remediation process, a few tasks within the Run-Book, 
or none at all. This gives your SOC team full control over what tasks require 
human intervention and what tasks can be fully automated.

1. Detection and Triage Automation

2. Point Solution Automation
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 ▪ Incidents Handled by Severity
 ▪ Incident Response Timeliness
 ▪ Open Incidents
 ▪ Closed Incidents
 ▪ Incidents Utilising Most Resources
 ▪ Incidents Requiring Further Investigation
 ▪ Incident Handling Satisfaction

 ▪ Damage From an Incident
 ▪ Process Workflow
 ▪ General Mission Success
 ▪ Fire Drill Results
 ▪ Lessons Learned
 ▪ Incident Response Performance
 ▪ Incident Costs

SOCAutomation Run-Books are an invaluable tool for your SOC team. They are automatically 
generated for every alert using a huge library of best practice data and remediation information. 
The information is then sent to the appropriate people, giving them a step-by-step guide on how 
to respond to a specific incident.

From the Run-Books, users can control which tasks, if any, need to be automated. For example; 
a user may want to automate a number of different scans on a machine to determine the source 
of an attack, but wants to decide the next best course of action himself. This can be done by 
selecting a semi-automated workflow.

To the left is a simple example of a Run-Book produced from a malware alert.

Example Malware Run-Book
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SOCAutomation offers a huge library of automation use cases, fully 
and easily customisable to fit specific security and IT environments and 
technologies. SOCAutomation provides an Automated Security Modelling 
(ASM) layer. This object oriented modeller enables the SOC and security 
team to build a library of automation use cases.

ASM provides an ‘Abstraction Layer’, separating the security business logic 
from the underlying infrastructure and security tools technology where it 
will automate and orchestrate. The advantage being that security tools can 
easily be changed and new ones added while still using the automations and 
workflows that the SOC has put in place.

ASM can cater for any automation use case, and crucially includes 
a comprehensive set of common security use cases out-of-the-box. 
In addition, these ‘plug-ins’ are maintained and kept release current 
within SOCAutomation. They are also regularly tested and tuned within 
CyberKombat (www.cyberkombat.com), a Europe leading academic/
industry/government security research training initiative.

Automated Security Modelling

SOCAutomation offers fully customisable dashboards, giving each user a personalised graphical 
representation of the data, as well as incidents and alerts relevant to them. Using a fully distributed 
and automated reporting engine, SOCAutomation is able to generate and deliver reports, graphs, 
tables, summaries, and statistics to any number of stakeholders.

Personnel from different areas of your organisation can receive specific reports relevant to their 
role via email, and reports are able to be automatically distributed to all stakeholders involved in an 
incident as soon as it is resolved. Some of the reports that can be generated are listed below:

KPI’s and Reporting

Example KPI dashboard

The power of SOCAutomation lies in the tight integration with your security and infrastructure 
solutions. It’s been built from the ground up to recognise as many kinds of data as possible, 
making it possible to quickly and easily integrate SOCAutomation with any solutions you 
already have in place.

While we offer basic integration with hundreds of solutions, we have specifically designed 
integrations for some of the most widely used solutions including SIEM tools, vulnerability 
scanners, patching tools, IPS tools and firewalls. This allows complete customisation of 
automation within these solutions. To find out if we integrate with a specific solution, please get 
in touch through our website.

Fully Realised Integration


